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Abstract
Heartbeat protocols are used by distributed programs

to ensure that if a process in a program terminates or fails,
then the remaining processes in the program terminate. We
present a class of heartbeat protocols that tolerate message
loss. In these protocols, a root process periodically sends
a beat message to every other process then waits to receive
a reply beat message from every other process. If the root
process does not receive a reply (possibly due to message
loss), the root process reduces by half the period for send-
ing beat messages. We show that in practical situations, the
parameters of these protocols can be chosen to achieve a
good compromise between three contradictory objectives:
reduce the rate of sending beat messages, reduce the de-
tection delay, and still keep the probability of premature
termination small.

1 Introduction
A fundamental construct for tolerating faults in com-

puter networks is a heartbeat protocol. A heartbeat proto-
col allows processes in the same program in a network to
periodically exchangebeat messages. As long as a pro-
cessp keeps receivingbeat messages from a processq,
processp recognizes that processq and the communica-
tion medium fromq to p are both up. Ifp does not re-
ceive anybeat messages fromq for a long time,p rec-
ognizes thatq has terminated or failed or that the com-
munication medium fromq to p has failed. In this case,
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col ensures that if one or more processes in a program
fail or terminate, then every other process in the pro-
gram terminates. Many uses of heartbeat protocols are
reported in the literature. For example, they are used
in system diagnosis[1], network protocols[2], reaching
agreement[4], mobile computing[9], and fault detection in
computer networks[12].

Heartbeat protocols differ from termination detection
algorithms (as discussed for example in [3, 5, 6]) in two
important ways. First, a heartbeat protocol causes all pro-
cesses to terminate when one or more processes terminate,
whereas a termination detection algorithm merely detects
that termination has occurred when all processes do termi-
nate. Second, a heartbeat protocol causes all processes to
terminate when the communication medium between the
processes fails, whereas the correctness of a termination
detection algorithm is usually based on the assumption that
the communication medium does not fail or that its failure
can be detected by a heartbeat protocol[11].

In designing a heartbeat protocol, the protocol designer
strives to achieve the following three objectives.

1. The rate at whichbeat messages are sent in the proto-
col should be small, in order to reduce protocol over-
head.

2. The detection delay (which is the longest period that
can pass after one process terminates and before the
heartbeat protocol causes all processes to terminate)
should be small in order to increase protocol respon-
siveness.

3. The probability of premature termination (which is
the probability that the heartbeat protocol causes all
processes to terminate due to the loss ofbeat mes-
sages) should be small in order to increase protocol
reliability.

These three objectives are somewhat contradictory. For
example, to reduce both the rate of sendingbeat messages



and the detection delay in a heartbeat protocol, the proto-
col should cause all processes to terminate when a small
number ofbeat messages are missed by their intended re-
ceivers. In this case, however, the probability of premature
termination due to the loss ofbeat messages is relatively
large. Therefore, every heartbeat protocol is a compromise
between these contradictory objectives.

In this paper, we present a family of heartbeat protocols
where a good compromise between these three objectives
is achieved. We start our presentation by carefully defining
the heartbeat problem.

2 The heartbeat problem
Consider a network of processes that exchangebeat

messages. At each instant, each process in the network
is either active or inactive. An active process can later be-
come inactive, but an inactive process remains inactive in-
definitely. An active process can exchangebeat messages
with other processes in the network, whereas an inactive
process can receive but not sendbeat messages. Eachbeat
message that is sent to a process (whether active or inac-
tive) is either eventually received by that process or lost.

It is required to design the processes in this network
such that the following three conditions are satisfied.

1. Start: Initially, all processes in the network are active.

2. Choice: Periodically, each active process chooses
whether to remain active or become inactive.

3. Outcome: If every process in the network continues to
choose to remain active, then all processes remain ac-
tive indefinitely. On the other hand, if one or more
processes ever choose to become inactive, then all
processes in the network eventually become inactive.

Let p[0]; p[1]; :::; p[n] be the processes in the network.
In order to satisfy the start condition, each processp[i] has
a local boolean variable, namedactive, whose initial value
is true.

To satisfy the choice condition, each processp[i] has an
action, called the activity action, of the following form.

active ! if true ! skip
true ! active := false

fi

This action is enabled for execution as long as variableac-
tive of processp[i] has the valuetrue. Any execution of
this action either keeps the current value (true) of variable
active unchanged, or assigns variableactive the valuefalse.
(The Abstract Protocol notation of [7] is used in defining
the processes in this paper. However, for the rest of the
paper, we assume that the reader is not familiar with that
notation.)

To satisfy the outcome condition, the processes need to
exchangebeat messages according to some heartbeat pro-
tocol. In the following sections, we present a family of four
heartbeat protocols.

1. The first protocol is called the binary heartbeat pro-
tocol. This protocol involves two processes,p[0] andp[1]. No process can join or leave this protocol.

2. The second protocol is called the static heartbeat pro-
tocol. This protocol involvesn+ 1 processes,p[0] top[n]. No process can join or leave this protocol.

3. The third protocol is called the expanding heartbeat
protocol. This protocol starts with only one process,p[0]. Each of the other processes can join the protocol
later. No process can leave this protocol.

4. The fourth protocol is called the dynamic heartbeat
protocol. This protocol starts with only one process,p[0]. Each of the other processes can join the protocol
later. Each process that joins the protocol can leave
afterwards.

3 The binary heartbeat protocol
Consider the case where the network that has only two

processes,p[0] andp[1]. The communication betweenp[0]
andp[1] can be partitioned into successive time periods. In
each period, processp[0] sends abeat message to processp[1] then waits to receive back abeat message fromp[1].
The length of each period depends on the events that oc-
curred in the preceding period according to the following
three rules.

1. If in a period,p[0] sends abeat message top[1] and
receives abeat message fromp[1], thenp[0] makes
the length of the next period a large valuetmax (irre-
spective on the length of the current period).

2. If in a period,p[0] sends abeat message top[1] but
does not receive abeat message fromp[1], thenp[0]
makes the length of the next period half that of the
current period.

3. If the length of the next period ever becomes less than
a specified valuetmin, that is an upper bound on the
round-trip delay betweenp[0] andp[1], thenp[0] be-
comes inactive and stops sendingbeat messages top[1].

Some explanation concerning these three rules is in or-
der. Rule 1 is adopted to ensure that when processp[0] andp[1] and the communication medium between them are all
up (a typical situation), the rate of sendingbeat messages
is kept small. Rules 2 and 3 are adopted so that whenp[0]
suspects a failure or termination,p[0] tries to refute this



suspicion several times in a short span before it finally ac-
cepts its suspicion and becomes inactive. Thus, these two
rules ensure that both the detection delay and the proba-
bility of premature termination are kept small. In effect,
the three rules constitute our compromise between the con-
flicting design objectives of heartbeat protocols discussed
in Section 1.

From these three rules, ifp[0] does not receive anybeat
message for a period of2tmax, thenp[0] becomes inactive.
Moreover, ifp[1] does not receive anybeat message for a
period of3tmax � tmin (and so it does not send anybeat
messages for the same period), thenp[1] recognizes thatp[0] has already become inactive andp[1] itself becomes
inactive.

To explain the period3tmax� tmin, consider the follow-
ing scenario.

1. p[0] sends and receivesbeat messages. The period is
tmax.

2. The network fails; all further messages are lost.

3. After a period oftmax, p[0] sends a beat message.

4. After another period oftmax, p[0] has received no
beat message. It sends abeat message and makes the
periodtmax=2.

5. p[0] continues to halve the period until it terminates.

The time between steps 1 and 3 istmax, between steps 3
and 4 istmax, and between steps 4 and 5 is bounded by
tmax � tmin. Thus, the period between steps 1 and 5 is
bounded by3tmax� tmin.

In this binary heartbeat protocol, processp[0] has two
constants,tmin and tmax, and three variables namedac-
tive, rcvd, andt. Variableactive is discussed in Section 2.
Variablercvd is used to indicate whetherp[0] has received
a beat message fromp[1] in the current period. Variablet
stores the length of the current period. Processp[0] can be
defined as follows.

processp[0]
consttmin; tmax : integer f0 < tmin � tmaxg
var active : boolean; finitially trueg

rcvd : boolean; finitially trueg
t : 0::tmax finitially tmaxg

begin
active ! if true ! skip

true ! active := false
fi

timeout active ^fa time period of at leastt units has passed
without sending abeat messageg !

if rcvd ! t := tmax

:rcvd ! t := t=2
fi;
if t < tmin ! active := false

t � tmin ! sendbeat to p[1];
rcvd := false

fi
rcv beat from p[1]! if active ! rcvd := true:active ! skip

fi
end

Processp[0] has three actions. The first action is the ac-
tivity action discussed in Section 2. The second action is
a timeout action that is enabled for execution whenp[0] is
active and the current period has ended. Executing this ac-
tion consists of computing lengtht of the next period and
deciding whether to start the next period (ift > tmin), or
become inactive (ift � tmin). In the third action,p[0] re-
ceives abeat message fromp[1] and assigns its variable
rcvd the valuetrue.

Processp[1] in the binary heartbeat protocol can be de-
fined as follows.

processp[1]
consttmin; tmax : integer f0 < tmin � tmaxg
var active : boolean finitially trueg
begin

active ! if true ! skip
true ! active := false

fi
rcv beat from p[0]!

if active ! sendbeat to p[0]:active ! skip
fi

timeout active ^fa time period of at least3tmax� tmin units has
passed without receiving abeat messageg !

active := false
end

Processp[1] has three actions. The first action is the activ-
ity action discussed in Section 2. In the second action,p[1]
receives abeat message fromp[0] then sends abeat mes-
sage top[0] (if p[1] is still active). In the third action,p[1]
recognizes that it is still active and that a time period of3tmax� tmin has passed without receiving anybeat mes-
sage. In this case,p[1] becomes inactive.

It is instructive to compare the binary heartbeat proto-
col with another heartbeat protocol, called the two-phase
heartbeat protocol. In the two-phase heartbeat protocol, as
long as processp[0] keeps on receiving the expectedbeat
messages from processp[1], p[0] sends abeat message top[1] everytmax time units. However, if processp[0] does
not receive an expectedbeat message from processp[1],



thenp[0] starts to send abeat message top[1] every tmin
time units.

To see that the binary heartbeat protocol is more effi-
cient than the two-phase heartbeat protocol, consider the
following three-step scenario:

1. p[0] sends abeat message, then does not receive abeat
message.

2. p[0] sends abeat message, then receives abeat mes-
sage.

3. p[0] sends abeat message, then receives abeat mes-
sage.

In the binary heartbeat protocol, the time period between
steps 1 and 2 istmax, and the time period between steps 2
and 3 istmax=2. Thus, the binary heartbeat protocol exe-
cutes these three steps in (tmax + tmax=2) time units. In
the two-phase heartbeat protocol, the time period between
steps 1 and 2 istmax and the time period between steps 2
and 3 istmin. Thus, the two-phase heartbeat protocol exe-
cutes these three steps in (tmax + tmin) time units, which
is usually less than (tmax + tmax=2). This shows that in
the same time period, the binary heartbeat protocol sends a
smaller number of messages than the two-phase heartbeat
protocol whenever abeat message is lost.

The Transmission Control Protocol (or TCP for short)
has an optional heartbeat feature based on the two-phase
heartbeat protocol discussed above[10]. In this case, the
values oftmax and tmin are chosen very large (namely,
tmax = 2 hours, andtmin = 75 seconds) to compensate
for the inherent inefficiency of this protocol.

It is also instructive to compare the binary heartbeat pro-
tocol with the timeout mechanism in TCP. In TCP, a pro-
cessp[0] sends a sequence of data messages to another pro-
cessp[1], then waits to receive an acknowledgment fromp[1] for each sent data message. Ifp[0] does not receive an
acknowledgment for some data message, thenp[0] resends
the data message after some timeout periodt and makes the
timeout period2t. Thus, a data message can be resent fromp[0] to p[1] aftertmin, then after2tmin, then after4tmin, ...,
and finally aftertmax time units. Clearly, this exponential
back-off in the TCP timeout mechanism is different from
the exponential speed-up in the binary heartbeat protocol.
The reason for this difference is two-fold.

1. TCP attempts to send data messages as fast as possi-
ble; hence, its timeout period is initiallytmin. On the
other hand, the binary heartbeat protocol attempts to
send as fewbeat messages as possible; its time pe-
riod between sending two successivebeat messages
is initially tmax.

2. In TCP, the timeout period between sending a data
message and resending it is very short initially.
Hence, this timeout period needs to be lengthened (by
a factor of two) to prevent the same congestion that
caused loss of the first message from causing loss of
the second message. On the other hand, in the binary
heartbeat protocol, the time period between sending
two successivebeat messages is very long initially.
Hence, only with a small probability can the same
congestion cause the loss of both messages, even if
this time period is shortened (by a factor of two).

4 Analysis of the binary heartbeat protocol
If either process (p[0] or p[1]) in the binary heartbeat

protocol executes its first action and assigns its variable
active the valuefalse, then eventually the other process
times out and assigns its variableactive the valuefalse,
in accordance with the outcome requirement in Section 2.
However, because sentbeat messages can be lost, it is also
possible that both processes time out and assign their vari-
ablesactive the valuefalse, in violation of the outcome re-
quirement. This undesirable possibility cannot be avoided
as long as the probability of message loss is non-zero. For-
tunately, as discussed in this section, the values of the two
constantstmin and tmax in the binary heartbeat protocol
can be chosen to ensure that the probability of this possi-
bility is small. We start our discussion by introducing the
concept of rounds.

A round is a sequence of all events that occur during
an execution of the binary heartbeat protocol starting at the
instant beforep[0] sends abeat message and ending at the
instant beforep[0] sends the nextbeat message.

If in a round processp[0] receives abeat message, then
the round is called complete. Otherwise, the round is called
incomplete. LetR denote the maximum number of consec-
utive incomplete rounds that can occur during any execu-
tion of the binary heartbeat protocol.

ConsiderR consecutive incomplete rounds that occur
during some execution of the protocol. In theseR rounds,
the first round takestmax time units, the second round takes
tmax=2 time units, the third round takestmax=4 time units,
and so on. Thus, theR-th round takestmax=2R�1 time
units, wheretmin � tmax=2R�1. Moreover, because the
R-th round is the last one, we havetmin > tmax=2R.
Therefore, we end up with the following relation involv-
ing tmin, tmax, andR.2R�1 � tmin � tmax < 2R � tmin (1)

A complete round is called terminal iff it is followed by
R incomplete rounds caused by the loss of sentbeat mes-
sages. If a terminal round occurs during any execution of
the binary heartbeat protocol, then the protocol terminates



after the terminal round and theR incomplete rounds that
follow it. Such a termination is premature and should be
avoided as much as possible. Hence, the probability that a
round is terminal should be kept very small.

The probability P.terminal that a round is terminal can
be computed as follows.

P.terminal = probability that a round is terminal
= probability that the nextR rounds are

incomplete due to the loss of sent
beat messages

= (probability thatbeat messages are
lost in a round)R

= (1 - probability that nobeat message
is lost in a round)R

= (1 - (1 - probability that onebeat
message is lost)2)R

Therefore, we get the following relation involvingR,
P.terminal, and P.loss, where P.loss is the probability that a
sent (beat) message is lost. (For convenience, we assume
that P.loss is constant and independent of past losses.)

P.terminal= (1� (1� P.loss)2)R (2)

Because the probability that a complete round is termi-
nal is non-zero (though very small), any execution of the
binary heartbeat protocol can terminate prematurely. Next,
we compute the probability of premature termination.

Consider an execution of the binary heartbeat protocol
where mature termination occurs withinT time units. The
numberr of complete rounds that can occur during this
execution is at mostT=tmax. Any roundi in this execu-
tion, where1 � i � r � 2, can be terminal. (Note that
a terminal round is followed byR incomplete rounds that
take2tmax time units. Therefore, neither roundr � 1 nor
roundr can be terminal.) If roundi is terminal, then each
previous round (namely rounds 1, 2, ..., andi� 1) is non-
terminal. Hence, the probability, that roundi is terminal, is((1�P.terminal)i�1 �P.terminal). The occurrence of a ter-
minal round signals premature termination. Therefore, the
probability P.premature of premature termination for any
execution of the binary heartbeat protocol, where mature
termination occurs withinT time units andr = T=tmax, is
as follows.

P.premature=8<: 0 if r � 2P : 1 � i � r � 2 :(1� P.terminal)i�1 � P.terminal ifr > 2
(3)

The three relations (1), (2), and (3) can be used in the
following procedure to computetmin, tmax, andR and to
ensure that P.terminal and P.premature are small.

1. Estimate the values oftmin and P.loss from the char-
acteristics of the network where the binary heartbeat

protocol is to be implemented. (Recall thattmin is an
upper bound on the round-trip delay for abeat mes-
sage, and P.loss is the probability that a sentbeat mes-
sage is lost.)

2. Choose an acceptable value for the detection delayD,
which is the time period from the instant when termi-
nation occurs to the instant when it is detected. Then
computetmax asD=3.

3. Use the estimatedtmin and the computedtmax to
computeR from relation (1).

4. Use the estimated P.loss and the computedR to com-
pute P.terminal from relation (2).

5. Compute P.premature for a givenT as follows. First,
use the computedtmax and the givenT to computer
asT=tmax. Second, use the computed P.terminal andr to compute P.premature from relation (3).

Next, we apply this procedure in two situations. In the
first situation, the binary heartbeat protocol is to be imple-
mented in a local area network. In the second situation, the
protocol is to be implemented in a wide area network.

In a local area network, we estimate thattmin = 1 sec-
ond and P.loss= :0001. Choosing the detection delayD
to be 60 seconds, we gettmax = 20 seconds. From rela-
tion (1), we computeR = 5. Therefore, P.terminal is about1=(3 � 1018) from relation (2). ForT = 1 hour, we getr = 180 and P.premature= 1=(2 � 1016) from relation (3).

In a wide area network, we estimate thattmin = 10 sec-
onds and P.loss= :1. Choosing the detection delayD
to be 18 minutes, we gettmax = 6 minutes. From re-
lation (1), we computeR = 6. Therefore, P.terminal is
about1=21000 from relation (2). ForT = 1 hour, we getr = 10 and P.premature� 1=2700 from relation (3).

5 The static heartbeat protocol
The binary heartbeat protocol can be extended to a pro-

tocol that involvesn + 1 processes,p[0] to p[n]. The ex-
tended protocol is called the static heartbeat protocol.

In the static heartbeat protocol, processp[0] executes a
binary heartbeat protocol with every processp[i], where1 � i � n. Thus, the communication betweenp[0] and
thep[i] processes can be partitioned into periods. In each
period, processp[0] sends abeat message to everyp[i] pro-
cess then waits to receive abeat message from everyp[i]
process. Whenp[0] receives abeat message from anyp[i],p[0] records this fact by assigning its elementrcvd[i] the
valuetrue.

At the end of each period, processp[0] computes the
length of the next period as follows. First,p[0] computes
the length of the next periodtm[i] for each processp[i],
assuming a binary heartbeat protocol betweenp[0] andp[i].



Second,p[0] selects the smallesttm[i] to be the lengtht of
the next period:

t = min(tm[1]; tm[2]; :::; tm[n])
Processp[0] in the static heartbeat protocol can be de-

fined as follows. (Note that the three actions in thisp[0]
correspond to the the three actions inp[0] of the binary
heartbeat protocol.)

processp[0]
consttmin; tmax : integer f0 < tmin � tmaxg
var active : boolean; finitially trueg

rcvd : array [1::n] of boolean; finitially trueg
tm : array [1::n] of 0::tmax; finitially tmaxg
t : 0::tmax; finitially tmaxgk : 1::n+ 1

par i : 1::n
begin

active ! if true ! skip
true active := false

fi
timeout active ^fa time period of at leastt units has passed
without sending abeat messageg !k := 1;

do k � n! if rcvd[k]! tm[k] := tmax:rcvd[k]! tm[k] := tm[k]=2
fi; k := k + 1

od; t := MIN (tm);
if t < tmin ! active := false

t � tmin ! BCAST
fi

rcv beat from p[i]! if active ! rcvd[i] := true:active ! skip
fi

end

In the second action, functionMIN (tm) computes the
value of the smallest element in arraytm. Also, statement
BCAST is defined as follows.

BCAST :: k := 1;
do k � n! sendbeat to p[k];

rcvd[k]; k := false; k + 1
od

Each of the processesp[0]; :::; p[n] in the static heart-
beat protocol is defined exactly as processp[1] in the binary
heartbeat protocol.

The analysis of the static heartbeat protocol is similar to
that of the binary heartbeat protocol in Section 4. In partic-
ular, relations (1) and (3) of the binary heartbeat protocol
are still valid for the static heartbeat protocol. Moreover,

relation (2) of the binary heartbeat protocol can be modi-
fied for the static heartbeat protocol to become as follows.

P.terminal= n � (1� (1� P.loss)2)R (4)

6 The expanding heartbeat protocol
In order to demonstrate that this protocol can be used

in a flexible environment, we extend the static heartbeat
protocol as follows. Initially, only processp[0] is involved
in the heartbeat protocol. Later, any processp[i], where1 � i � n, can join the protocol by sending abeat message
top[0] everytmin time units. This continues untilp[i] starts
receivingbeat messages fromp[0] and recognizes that it
has joined the heartbeat protocol. When this happens,p[i]
stops sending anybeat message top[0] unless as a reply to
a receivedbeat message fromp[0]. This protocol is called
the expanded heartbeat protocol.

Processp[0] in the expanded heartbeat protocol has one
additional array, namedjnd, over processp[0] in the static
heartbeat protocol. Arrayjnd is declared as follows.

var jnd : array [1::n] of boolean finitially falseg
For everyi, where1 � i � n, the value ofjnd[i] is true iffp[0] has ever received abeat message fromp[i] indicating
thatp[i] is trying to join or has joined the heartbeat proto-
col. Processp[0] in the expanding heartbeat protocol can
be defined as follows.

processp[0]
consttmin; tmax : integer f0 < tmin � tmaxg
var active : boolean; finitially trueg

rcvd : array [1::n] of boolean; finitially trueg
jnd : array [1::n] of boolean; finitially falseg
tm : array [1::n] of 0::tmax; finitially tmaxg
t : 0::tmax; finitially tmaxgk : 1::n+ 1

par i : 1::n
begin

active ! if true ! skip
true ! active := false

fi
timeout active ^fa time period of at least t units has passed
without sending abeat messageg !k := 1;

do k � n!
if :jnd[k]! skip

jnd[k] ^ rcvd[k]! tm[k] := tmax
jnd[k] ^ :rcvd[k]! tm[k] := tm[k]=2

fi; k := k + 1
od; t := MIN (tm);
if t < tmin ! active := false

t � tmin ! BCAST0



fi
rcv beat from p[i]! if active ! rcvd[i] := true;

jnd[i] := true:active ! skip
fi

end

In the second action, statementBCAST0 is defined as
follows.

BCAST0 :: k := 1;
do k � n! if jnd[k]! sendbeat to p[k]:jnd[k]! skip

fi; rcvd[k]; k := false; k + 1
od

Processesp[1]; :::; p[n] in the expanding heartbeat pro-
tocol have one additional variable, namedjoin, over pro-
cessp[i : 1::n] in the static heartbeat protocol. Variable
join in processp[i] has the valuetrue iff p[i] has already
joined the heartbeat protocol. Processp[i : 1::n] in the
expanding heartbeat protocol can be defined as follows.

processp[i : 1::n]
consttmin; tmax : integer f0 < tmin � tmaxg
var active : boolean; finitially trueg

join : boolean finitially falseg
begin

active ! if true ! skip
true ! active := false

fi
timeout active ^ :join ^fa time period of at leasttmin units has passed
without sending abeat messageg !

sendbeat to p[0]
rcv beat from p[0]! if active ! sendbeat to p[0];

join := true:active ! skip
fi

timeout active ^fa time period of at least3tmax� tmin units has
passed without receiving abeat messageg !

active := false
end

7 The dynamic heartbeat protocol
In this section, we discuss how to extend the expand-

ing heartbeat protocol to allow each processp[i], where1 � i � n, to leave the heartbeat protocol anytime after it
has joined it. The extended protocol is called the dynamic
heartbeat protocol.

In the dynamic heartbeat protocol, eachbeat message
has a boolean field. For a processp[i] to join the heartbeat
protocol,p[i] sends abeat(true) message top[0] everytmin

time units. Whenp[i] joins the heartbeat protocol, the com-
munication betweenp[0] andp[i] proceeds in periods. In
each period,p[0] sends abeat(true) message top[i] which
replies by sending back abeat(true) message top[0]. This
continues untilp[i] decides to leave the heartbeat protocol.
When this happens,p[i] replies to eachbeat(true) mes-
sage fromp[0] by sending back abeat(false) message top[0]. Whenp[0] receives abeat(false) message from pro-
cessp[i], p[0] records the fact thatp[i] is no longer part of
the heartbeat protocol (by assigningjnd[i] the valuefalse)
and refrains from sending any morebeat(true) messages top[i]. Whenp[i] detects that a time period of3tmax� tmin
has passed without receiving anybeat messages,p[i] be-
comes inactive (without causing any other process to be-
come inactive).

Processp[0] in the dynamic heartbeat protocol is similar
to processp[0] in the expanding heartbeat protocol except
for two modifications. First,p[0] in the dynamic heartbeat
protocol sends abeat(true) message, instead of abeat mes-
sage, to everyp[i] wherejnd[i] = true. Second, whenp[0]
in the dynamic heartbeat protocol receives abeat(b) mes-
sage fromp[i], p[0] assigns bothrcvd[i] andjnd[i] the valueb.

Processesp[1]; :::; p[n] in the dynamic heartbeat proto-
col can be defined as follows.

processp[i : 1::n]
consttmin; tmax : integer f0 < tmin � tmaxg
var active : boolean finitially trueg

join : boolean; finitially falseg
leave : boolean finitially falseg

begin
active ! if true ! skip

true ! active := false
fi

timeout active ^ :join ^fa time period of at leasttmin units has passed
without sending abeat messageg !

sendbeat(true) to p[0]
rcv beat(true) from p[0]!

if active ^ :leave ! sendbeat(true) to p[0];
join := true

active ^ leave! sendbeat(false) to p[0]:active ! skip
fi

active ^ join ^ :leave ! leave := true
timeout active ^fa time period of at least3tmax� tmin units has
passed without receiving abeat messageg !

active := false
end



8 Concluding remarks
In this paper, we have presented a family of heartbeat

protocols that achieve a good compromise between three
contradictory objectives: a small sending rate ofbeat mes-
sages, a small detection delay, and a small probability for
premature termination. For each protocol in this family,
the rate of sendingbeat messages is1=tmax, the detection
delay is3tmax � tmin, and the probability of premature
termination is as defined by relation (2) in Section 4 or re-
lation (4) in Section 5.

In our protocols, we assumed that the processes are ar-
ranged in a flat spanning tree wherep[0] is the parent and
each of the other processesp[1]; :::; p[n] is a child. Clearly
these protocols can be extended in a straightforward man-
ner to the case where the processes are arranged in a gen-
eral spanning tree. In the extended protocols, each process
acts asp[0] when it is communicating with its children in
the tree and acts as a processp[i : 1::n] when it is commu-
nicating with its parent in the tree. This change will limit
then factor in relation (4) at the cost of increasing the de-
tection delay.

Currently, we are implementing these heartbeat proto-
cols on the Internet. Our implementation is based on a C
library that we have developed to support fast prototyping
of network protocols from their abstract specifications[8].
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