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Abstract

Abstract specifications for network protocols are usually based on sev-
eral assumptions that make verification easier but which make strictly
faithful implementations of the specified protocols impractical, expensive,
or impossible. (These assumptions usually deal with timeouts, action
atomicity, action fairness, message propagation, and fault atomicity.) An
implementation, therefore, is an approximation of the given abstract spec-
ification. In this dissertation, we develop an execution model that can be
used in translating abstract protocol specifications written in the AP no-
tation into C programs. Although this execution model does not strictly
abide by the formal semantics of the AP notation, we show that it does
maintain some important safety and progress properties of the original
specifications.

1 Abstract Specifications of Protocols

A protocol specification has two complementary objectives. On one hand, the
specification should be demonstrably correct. To support this, the notation
used by the specification should hide unnecessary details to simplify the task
of verifying the correctness of protocol specifications. On the other hand, the
specification should be implementable. A good implementation of the specifi-
cation should maintain the important properties of the specification.

Experience has shown that informal language is inadequate to specify net-
work protocols: verification of correctness is impossible and good implemen-
tation is difficult to achieve. Unfortunately, the ambiguity and lack of good
notation inherent in natural language conceal these problems, with the result
that an apparently clear and thorough description of a network protocol may
in fact conceal any number of pitfalls.

For example, the Transmission Control Protocol is specified in English[16, 4]
and has been independently implemented many times using these informal
specifications. This has led to many inconsistencies and significant problems
in independent implementations of TCP which degrade the behavior of the
protocol and endanger the state of the network[15].
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A formal notation provides structure for describing protocols and support-
ing verification and implementation. A formal notation can either be strict or
permissive.

• A permissive notation, such as C[18], Prolac[13], Promela++[2],
Teapot[5], and Morpheus[1], is designed to make implementation easy.
Such a notation allows protocol actions which are easy to implement and
often allows greater flexibility of the specification than an abstract nota-
tion. Flexibility, however, obscures the properties of the protocols, and
permissive notations are not intended to address verification.

• A strict, or abstract, notation, such as Estelle, LOTOS, SDL (all described
in [17]), Esterel[3], and Promela[12], is designed to make verification easy.
For example, such a notation abstracts away any details which interfere
with the verification of the properties of the specification while placing
strict limits on the actions of the specification.

In this dissertation, we choose to begin with an abstract notation for spec-
ifying network protocols and use that notation as the basis for implementing
protocols.

2 Protocol Implementations

An abstract notation for specifying network protocols provides three models:

1. A model of time, which defines timeouts, the passing of time during the
execution of processes in the network, and the execution of time-critical
events.

2. A model of concurrency, which defines the atomicity, parallelism, and fair-
ness of events executed by different processes in the network.

3. A model of failure, which defines what types of failures can occur and
when those failures may occur.

To achieve abstraction, however, these notations often need to make unre-
alistic assumptions about these three models:

1. It is impractical to implement a conceptually manageable model of con-
currency such as strict interleaving of actions, which requires all pro-
cesses to agree on the action to execute before any action can be executed.

2. It is expensive to implement any abstract model of time, since closely
synchronizing processes requires many messages to be exchanged, using
resources that are then not available to the network.

3. It is impossible to ensure that failures are restricted to those allowed by
an abstract model of failure.
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As a result, a faithful implementation of a specification in an abstract notation
is either impractical, expensive, or impossible.

In this dissertation, we take the view that the implementation should not be
strictly faithful to the abstract specification, therefore. Rather, it should be an
approximation of that specification. The goal of this approximation is to come
as close as possible to the properties of the protocol, although they may not
be achievable in a strict sense. The key to this approximation is to violate the
assumptions upon which the abstract notation is based in a manner that veri-
fiably preserves the properties of the abstract specification in the implementa-
tion.

In the next section, we present AP, the abstract notation used as a basis
for this work, as well as the specific assumptions that are violated while im-
plementing it. Subsequent sections introduce timed AP and APC, models of
execution which are successively easier to implement, and demonstrate that
the APC model preserves safety, progress, and fairness properties of timed AP
for a restricted class of specifications. Finally, we discusses experiments and
extensions.

3 AP

A network protocol specified in AP consists of a number of processes con-
nected by channels. The processes in a network communicate with each other
by sending and receiving messages over the channels.

A process in AP has the following form:

process {process name}
const {constant name} :{type} , ...
var {variable name} :{type} , ...
begin {action} ... {action} end

Constants are global—two constants in different processes with the same
name have the same value. Variables are local to each process. Constants and
variables are of the following types: boolean, integer, range of integers, and
array.

Each action consists of a guard and a sequence of one or more statements.
There are three types of guards:

• Local guards are predicates which refer only to local variables and con-
stants.

• Receive guards are of the form

rcv {msg} from {process name}

and are enabled only when a message matching that specified in the
guard is at the head of the channel between the process named in the
guard and this process. When executed, the receive guard removes the
message from the channel.
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• Timeout guards are of the form:

timeout {global predicate}

A global predicate can refer to local variables and constants, the vari-
ables and constants in other processes, and the contents of the channels
between any two processes.

Each statement in the sequence of statements in an action is one of the fol-
lowing:

• skip, which does nothing.

• Assignment.

• Sending a message, which inserts the message into the channel between
this process and the one specified in the statement.

• Selection, which is of the form:

if {predicate} → {sequence of statements}
... {predicate} → {sequence of statements}

fi

• Iteration, which is of the form:

do {predicate} → {sequence of statements} od

In AP, the following three types of faults are allowed:

• Message loss.

• Message reordering.

• Message corruption, which replaces the message in the channel with the
special message, error.

The execution of a network of processes is based on the following five as-
sumptions (that make protocol implementation difficult and expensive):

1. Abstract timeout: The predicate of a timeout guard can include the vari-
ables and constants from any process and the contents of any channel.

2. Action atomicity: Enabled actions in a network are executed one at a time.

3. Action fairness: If any action is continuously enabled, then that action will
eventually be executed.

4. Immediate message propagation: When a message is sent, the action to re-
ceive it is immediately enabled.
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5. Fault atomicity: Faults occur one at a time, and are not simultaneous with
any action.

An example of a protocol specified in AP involving two processes, p and q,
is as follows:

process p
var readyp : boolean
begin

readyp → send rqst to q; readyp := false
rcv rqst from q → send rply to q
rcv rply from q → readyp := true
timeout ¬readyp ∧ (rqst#ch.p.q + rply#ch.q.p = 0) → send rqst to q
rcv error from q → skip

end

Process q is the same, except that p is replaced by q and q by p.
In this protocol, whenever process p is ready, it sends a request to q and

becomes unready. When p receives a reply from q, it becomes ready again.
If p receives a request from q, it sends a reply. If p has sent a request and is
waiting for the reply, and either the request or the reply is lost, the request is
resent. Finally, if p receives a corrupted message from q, it removes it from the
channel.

4 Timed AP

Because abstract timeouts are very difficult to implement, we introduce a new
model called timed AP. Timed AP is exactly the same as AP except that the
global predicates in AP are replaced by timed predicates. (In the dissertation,
we plan on developing an algorithm for replacing global predicates by timed
predicates while maintaining all the safety and progress properties of the spec-
ified protocol.)

In timed AP, each process has a real-time clock. The clock in each process
may not be synchronized with the clock in any other process, but every clock
advances at the same rate.

The execution of an action or fault in timed AP takes no time. The clocks
advance by the execution of an implicit action. Messages cannot be received in
the same instant that they are sent, and the time between sending a message
and receiving that message is the propagation delay of the message.

In timed AP, a timeout guard is of the form:

timeout G ∧ L since {c0, ..., cn}

where G is a local predicate of the process, L is a time delay which is strictly
larger than zero, and c0, ..., cn identify other actions in the same process. We
require the guard of each timeout action satisfy the condition that no action in
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the process, other than those identified in the since predicate, may change G
from false to true.

Each timeout action introduces a time variable which is zero in the net-
work’s initial state and which increases with the process’s real-time clock. The
variable is reset to zero whenever the timeout action or one of the actions
c0, ..., cn is executed.

While executing a network specified in timed AP, if at some state we dis-
cover that more time than L has passed since the initial state or the last execu-
tion of the timeout action or one of the actions specified in the timeout action’s
guard, and the local predicate G is true, then the guard is true and the timeout
action can be executed.

To continue the example above, the protocol involving two processes, p and
q, in timed AP is as follows:

process p
var readyp : boolean
begin

A : readyp → send rqst to q; readyp := false
rcv rqst from q → send rply to q
rcv rply from q → readyp := true
timeout ¬readyp ∧ 2D since {A} → send rqst to q
rcv error from q → skip

end

where D is the upper bound on the propagation delay. Again, process q is the
same, except that p is replaced by q and q by p.

These processes are identical to those in Section 3, except that the global
predicate detecting that a message has been lost is replaced by a timed pred-
icate which uses a delay to detect that a message has been lost. Since action
execution takes no time, the maximum length of time between sending a re-
quest and receiving a reply without a message loss occurring is 2D.

5 APC

To address the remaining four assumptions from Section 3, we introduce a
model of execution of timed AP specifications called APC.

The syntax used to specify protocols in APC is the same as that of timed AP.
However, the assumptions made by APC are significantly different.

1. Local action atomicity: In APC, the execution of an action cannot be inter-
leaved with the execution of any action from the same process. However,
the execution of an action from a process can be interleaved with the ex-
ecution of an action from any other process.

More specifically, the execution of an action in APC consists of a sequence
of events. There are nine types of events:
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(a) Detecting that a local or timed guard is true.

(b) Detecting a receive guard is true and receiving the specified mes-
sage.

(c) Executing a skip statement.

(d) Executing an assignment statement.

(e) Sending a message.

(f) Testing that a predicate is true in an if statement.

(g) Testing that a predicate is true or false in a do statement.

(h) Transmitting a message (as discussed below in assumption 1i).

(i) Fault occurrence.

These nine types of events can be partitioned into three classes:

• Internal events are of types a, b, c, d, e, f, and g.

• External events are of types h and i.

• Message events are of types b, e, h, and i.

Events in APC can be executed simultaneously except for the following
restrictions:

(a) The internal events of an action execution cannot be interleaved
with the internal events of another action execution of the same
process—therefore they cannot be simultaneous.

(b) No two message events on the same message can be simultaneous.

(c) No two transmission events (i.e. events of type h) can be simultane-
ous on messages in the same channel.

2. Weak action fairness: If a process has only one continuously enabled action,
then that action will eventually be executed.

3. Delayed message propagation: Each channel consists of two stages. When
a message is sent, it enters the first stage in which it is not visible to the
receiving process. As a separate event, a message is transmitted from the
first stage to the second stage, where it is visible to the receiving process
when it advances to the head of the channel.

4. Weak fault atomicity: Faults involving a particular message occur one at
a time and they do not occur before or while the message is being trans-
mitted nor while it is being received.

The execution of the first action from the example of Section 4 is the follow-
ing sequence of events:

1. Detecting that readyp is true.

2. Sending rqst to process q.
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3. Assigning false to readyp.

4. Transmitting the rqst message.

The third and fourth events can occur in either order and all of these events
can be interleaved or simultaneous with events from the first, third, fourth,
and fifth actions of process q.

6 Correctness Preservation

In order to show that a protocol specified in timed AP is correctly implemented
in APC, we present the following two theorems.

6.1 Theorem of safety and progress preservation

A computation of a protocol in APC is a sequence of events. A complete com-
putation is a computation in which if any of the events in the execution of an
action are part of the computation, then all of the events in the execution of
that action are part of the computation.

Let P be a protocol specified in APC and M be an implementation of P
using APC. Then, for every complete computation cM of M , there is a compu-
tation cP of P such that the following two conditions hold:

1. The state of P at the end of cP is equivalent to the state of M at the end
of cM .

2. The sequence of actions and faults executed in cP is equivalent to the
sequence of actions and faults executed in cM .

A proof of this theorem can be sketched as follows. Condition 1 can be seen
by performing the following transformations on cM :

1. Serialize the computation.

Two events in a computation are independent iff the variables and mes-
sages involved in each event are disjoint. A step consisting of n simulta-
neous events can be serialized into n steps consisting of single events if
the events are independent.

In APC, simultaneous events are independent:

(a) Simultaneous internal events belong to different processes and
therefore do not involve the same set of variables.

(b) Simultaneous external events involve separate messages and are
therefore independent.

(c) Simultaneous internal and external events are independent since ex-
ternal events do not involve variables and no two message events on
the same message can be simultaneous.
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The state of M at the end of cM is unchanged by serialization.

2. Reorder the result of the first transformation so that if the first event of the
execution of an action A occurs before the first event of an action B before
reordering, then all events of the execution of action A occur before any
of the events of the execution of action B after reordering, and any fault
events are not interleaved with the events of the execution of any action.

To ensure these conditions, it is necessary to move any event a (which is
not the first event of an action execution) from the execution of action A
which is interleaved with events from the execution of action B or with
fault events to position before any of these events. This can be done by
swapping event a and each event b, which can be done if a and b are
independent.

• If a is an internal event,

– and b is an internal event, then they are from different processes
and are therefore independent.

– and b is a transmission event, then a cannot involve the message
being transmitted and therefore a and b are independent.

– and b is a fault event, then a cannot involve the message in-
volved in the fault and therefore a and b are independent.

• If a is a transmission event,

– and b is an internal event, then b cannot be from a process that
has received the message transmitted by a and a and b are inde-
pendent.

– and b is an transmission event, then b must be on a different
channel and a and b are independent.

– and b is a fault event, then a and b must be independent because
faults do not occur before transmission.

Again, the state of M at the end of cM is unchanged.

3. Collect each sequence of action events into an action execution and re-
move the unnecessary transmission events.

The resulting computation is equivalent to a computation cP .
Condition 2 is true after cM is serialized and reordered as described above.

However, the reordering transformation described above does not change the
relative order of the first event of each action execution.

6.2 Theorem of fairness preservation

In order for a protocol executing under the weaker fairness assumption of APC
to implement the stronger fairness assumption of timed AP, there must be an
upper bound on the number of actions that can be executed before any action
that is continuously enabled is executed.
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In order to satisfy this requirement, we make the assumption that there
is a bound on the number of messages in any channel at every state of the
execution.

Additionally, all processes are timid:

1. The execution of every local action disables that action.

2. No local action execution enables any other local action.

Under these conditions, any action that is continuously enabled will even-
tually be executed.

7 Experiments

We have implemented a library of C functions based on APC. This library en-
ables the hand-implementation of timed AP processes that communicate using
UDP messages.

To use the library, each action is divided into two functions; one implement-
ing the guard and one implementing the statements of the action. The key to
the library is the observation that, for most protocols, a process spends most
of its time either waiting for a message to be received or for a timeout to ex-
pire. When a message arrives, the guards of the receive actions can be tested
against it and the first guard returning true can cause the associated statements
to be executed. Similarly, when a timeout expires, the function implementing
the guard can be tested and, if it returns true, the function implementing the
statements of the timeout action can be executed. At this point, the local state
of the process may have changed, and the guard functions for the local actions
can be tested and the statements of any local actions which are enabled can be
executed until all of the local guards have returned false. In this state, no fur-
ther actions will be enabled until another message is received or until a timeout
expires.

The APC library also provides facilities to execute the processes on remote
machines and to allow the processes to locate each other in order to exchange
messages.

Using APC requires that each AP specification be translated into C by hand,
using the functions in the APC library:

• initialize engine

• add receive action

• add local action

• add timeout action

• send message

• engine
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The resulting C code is compiled, linked with the library, and executed.
There are a number of issues involved in correctly implementing network

protocols which are not addressed by the formal framework presented earlier.
These issues are:

1. Since it is very difficult to verify the correctness of the APC library against
its model discussed in Section 5, correctness of the APC library needs to
be validated experimentally, by implementing a number of protocols and
checking the behavior of those protocols against the expected behavior of
the protocol in timed AP.

2. As described above, there are a number of restrictions on protocols to
be implemented correctly. In order to describe the practical boundaries
defined by these restrictions, it is necessary to implement protocols which
test those boundaries and examine any difficulties found.

3. In order to compare the relative merits of this approach, it is necessary to
implement well-known protocols in to compare these implementations
with previous implementations of those protocols, according to the fol-
lowing factors:

• The time and effort required to implement the protocol.

• The size and complexity of the implementation.

Since the current implementation of the APC library is based on UDP, the
protocols chosen for the experimental work are limited to those based on UDP.
These protocols are:

• The heartbeat protocol, which is discussed in more detail below, exer-
cises all of the facilities of APC while displaying simple behavior, and is
therefore ideal for validating the correctness of the APC library.

• The secret exchange protocol[8] is a secure protocol, and needs to be ver-
ified as well as implemented correctly.

• The real-time transport protocol[11] is a well-known protocol which has
been implemented independently, and can therefore be used for compar-
ison.

• The network time protocol[14] uses message timings to synchronize
clocks between processes, which may be difficult to implement in timed
AP as described in Section 4.

8 Possible Extensions

In this section, we present two extensions which address some of the other
issues involved in correctly implementing network protocols.
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8.1 Protocol termination

For abstract protocols, it is customary to assume that each protocol execution
is infinite. On the other hand, running protocols have finite lifetimes and need
to be terminated in an orderly way. The processes of the protocol must be able
to agree that the protocol is terminated, in the presence of message errors.

We identified a class of heartbeat protocols that efficiently ensure that if a
process terminates or fails then the remaining processes also terminate, while
tolerating message loss, as described in [10]. These protocols provide a com-
promise between the delay of detecting termination, the frequency of beat mes-
sages sent to report the status of processes, and the probability of a false detec-
tion of termination due to message loss. This class of protocols allow those
parameters to be adjusted to application requirements. Another protocol can
be integrated with the accelerated heartbeat, providing the resulting protocol
with a well-defined termination scheme.

There are two ways to integrate the accelerated heartbeat with another pro-
tocol:

1. Compose the accelerated heartbeat with the other protocol, modifying
the actions of both.

2. Redefine the send and receive primitives to become alert to termination
by using the accelerated heartbeat internally. For a send primitive, either
the message is sent to the other process or an indication is returned that
the other process has terminated. For a receive primitive, either the pro-
cess receives a message, the process receives an indication that the other
process has terminated, or the process continues to wait.

The send primitive of TCP is alert in the above sense, but the receive
primitive is not. [9] describes a number of functions which can be used
in place of the TCP receive primitive but which are alert.

The models described in Sections 4 and 5 need to be extended in order to
specify protocols with finite lifetimes and to take advantage of the heartbeat
protocols.

8.2 Protocol modularity

When specifying a protocol, it is useful to separate it from other protocols
which it relies on, or which rely on it. This allows the protocol to be under-
stood in isolation and verified based on assumptions about the correctness of
the other protocols.

One example of this modularity is the accelerated heartbeat protocol de-
scribed above, independently from any specific protocol which will apply it.

When implementing network protocols, however, they must be joined to-
gether. There are two techniques to do this:

1. To connect the processes of a protocol, so that a message sent by one
process using the facilities of another protocol is first sent to a process
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implementing the second protocol. This technique joins the protocols
into hierarchical layers.

2. To compose the protocols together, modifying them as necessary. This
approach has an advantage in terms of efficiency[6, 7]. On the other hand,
it rapidly increases the complexity of the composite protocol.

Since the APC library is based on the architecture of a single process com-
municating by means of UDP messages, it does not currently support the first
technique. On the other hand, one possibility for supporting the second tech-
nique is to automatically compose AP processes, which is also not supported
by the APC library. In either case, care must be taken to preserve the proper-
ties of the individual protocols and to verify that these properties have been
preserved.
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